EAST Search History 



EAST Search History (Prior Art) 



Ref # 


Hits 


Search Query 


DBS 


Default 
Operator 


Plurals 


Time Stamp 


S1 


11 


((Brusotti nearS Stefanoj 
(Coda nearS Zabetta nearS 
Francesco)), in. 


US-PGPUB; 
USPAT: 

USOCR; FPRS; 
EPO; JPO: 
DERWENT; 
IBM TDB 


OR 


ON 


2009/10/19 
20:20 


S2' 


2 


((Brusotti nearS Stefano) 
(Coda nearS Zabetta nearS 
Francesco)). in. AND intrusion, 
dm. 


US-PGPUB; iOR 
USPAT; ; 
USOCR; FPRS; s 
EPO; JPO; 1 
DERWENT; ; 
IBM TDB ; 


ON 


2009/10/19 
20:21 


S3 


149 


726/23.ccls. AND (IDS 
(intrusion nearS (detect$4 
prevent$4))).ab. AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2009/10/19 
20:31 


S10 


23 


(IDS (intrusion nearS (detect 
$4 prevent$4))).ab. AND 
((test$4 replicat$4 clon$4 
simulat$4) with block$4 witii 
(package communicat$4 
connect$4)) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2009/10/19 
20:43 


S11 


17 


(IDS (intrusion near3 (detect 
$4 prevent$4))).clm. AND 
((test$4 replicat$4 clon$4 
simulat$4) with (detect$4 
examin$6 check$4 determin \ 
$4) with (packet communicat ; 
$4 connect$4) with ((drop$4 ; 
block$4 allow$4) near4 
(session communicat$4 
connect$4 packet))) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 
DERWENT; 
IBI\/n"DB 


OR 


ON 


2009/10/19 
20:54 


S12 


6 


"726"/$.ccls. AND (IDS 
(intrusion nearS (detect$4 
prevent$4))).ab. AND ((test 
$4 replicat$4 clon$4 simulat 
$4) with block$4 with 
(packete communicat$4 
connect$4 stream)) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2009/10/19 
20:54 
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S13 


10 


"726"7$.ccls. AND (I D§ 
(intrusion nearS (detect$4 
prevent$4))).ab. AND ((test 
$4 replicat$4 clon$4 simulat 
$4) with block$4 with 
(packet communicat$4 
connect$4 stream)) AND 
(@acl< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPFS; : 
EPO; JPO; 

UbHWblM 1 , 
IBM_TDB 


OR 


ON 


2009/10/19 
20:54 


S14 


4 


726/2accis. ANDO^ 
(intrusion nearS (detect$4 
prevent$4))).ab. AND ((test ; 
$4 replicat$4 clon$4 simulat ; 
$4) with block$4 with 
(packet communicat$4 
connect$4 stream)) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 

UbriWbiN 1 , 

IBMJDB 


OR 


ON 


2009/10/19 
20:54 


S15 


10 


"726"/$.ccls. AND (IDS 
(intrusion near3 (detect$4 
prevent$4))).ab. AND ((test 
$4 replicat$4 clon$4 simulat 
$4) with block$4 with 
(packet communicat$4 
connect$4 stream)) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 

UbriVVhlM 1 , 
IBM_TDB 


OR 


ON 


2009/10/19 
20:54 


S16 


4 


"7V3"/$.ccls. AND(IDS 
(intrusion near3 (detect$4 
prevent$4))).ab. AND ((test ; 
$4 replicat$4 clon$4 simulat ; 
$4) with block$4 with 
(packet communicat$4 
connect$4 stream)) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; \ 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2009/10/19 
20:54 


si 7 


2 


"370"/$.ccis. AND (IDS 
(intrusion nearS (detect$4 
prevent$4))).ab. AND ((test 
$4 replicat$4 clon$4 simulat 
$4) with block$4 with 
(packet communicat$4 
connect$4 stream)) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 
DERWENT; 
IBMJDB 


OR 


ON 


2009/ lO/i? : 
20:54 


S20 


68 


(IDS (intrusion near3 (detect 
$4 prevent$4))).ab. AND 
(((simulat$4 test$4) (copy$4 
clon$4)) nearS (packet 
message) same ((drop$4 
block$4 forward$4 re$2direct ; 
$4 allow$4) nearS (message ; 
packet session connect$4))) 
AND (@ad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS, 
EPO; JPO; 
DERWEISTT; 
IBM TDB 


OR 


ON 


2009/10/19 
21:08 
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:§S27 no Kl DS (intrusion nearS (detect 
s s s$4 prevent$4)) ((virus worm 
s s §attack$4 hack$4 malicious 
§ ? §mal$2ware$2 ) near4 (detect 
§ ^$4 scan$4) )).ab. AND ((test 
IS S §$4 replicat$4 clon$4 simulat 
§ ? §$4) with (detect$4 examin$6 
s § scheck$4 determin$4) witli 
;s s Kpacket communicat$4 
1 § §connect$4) with ((drop$4 
S § ?block$4 allow$4) near4 
s s ^session communicat$4 
§ § §connect$4 packet))) AND 
1 ^ K@ad< "20031 030") 


US-PGPUB; 
USRAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2009/10/20 
13:42 


sS28 120 K' DS (intrusion near3 (detect ; 
s s s$4 prevent$4)) ((virus worm 
;s f sattack$4 hack$4 malicious 

f ?mal$2ware$2 ) near4 (detect 
n i §$4 scan$4) )).ab. AND ((test 

f J$4 replicat$4 clon$4 simulat 
;s s \$4) with (detect$4 examin$6 

1 icheck$4 determin$4) with 
s s Kpacket communicat$4 
i ! iconnect$4) same ((drop$4 
§ s §block$4 allow$4) near4 
i s Ksession communicat$4 

§ icon nect$4 packet))) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2009/10/22 
13:59 


\lS29 114 1(1 DS (intrusion nearS (detect 
M s 5$4 prevent$4)) ((virus worm 
;S s iattack$4 hack$4 malicious 

f §mal$2ware$2 ) near4 (detect 
;| J ^$4 scan$4) )).ab. AND ((test 
1 i$4 replicat$4 clon$4 simulat 
1 ^$4) with (detect$4 examin$6 ; 
s § icheck$4 determin$4) with 
§ ? Kpacket communicat$4 

§ sconnect$4) same ((drop$4 
s ?block$4 allow$4) near4 
§ s Ksession communicat$4 
§ § Scon nect$4 packet))) AND 
s s K(simulat$4 test$4 replicat$4 ; 
;S S Sduplicat$4 clon$4 copy$4 
s scopied) near6 (system 
s ^machine device packet 
s ? imessage) with (virus worm 
i i sattack$4 hack$4 malicious 
S § §mal$2ware$2 DoSIDS 

i Ifirewall) ) AND 
;1 1 K@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2009/10/22 
14:02 
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i(\DS (intrusion nearS (detect 
i$4 prevent$4)) ((virus worm 
§attack$4 hack$4 malicious 
§mal$2ware$2 ) near4 (detect 
^$4 scan$4) )).clm. AND ((test 
l$4 replicat$4 clon$4 simulat 
l$4) with (detect$4 examin$6 
scheck$4 determin$4) witli 
Kpacket communicat$4 
iconnect$4) same ((drop$4 
sblock$4 allow$4) near4 
^session communicat$4 
§connect$4 packet))) AND 
K(simulat$4 test$4 replicat$4 
§duplicat$4 clon$4 copy$4 
^copied) near6 (system 
^machine device packet 
jmessage) witli (virus worm 
Jattack$4 hack$4 malicious 
?mal$2ware$2 DoS I DS 
ifirewall) ) AND 
K@ad< "20031 030") 



US-PGPUB; 
USPAT; 
USOCR; FPFS; 
EPO; JPO; 
DERWENTT; 
IBM_TDB 



2009/10/22 
14:03 



i4 Kl DS (intrusion nearS (detect 
i$4prevent$4)) ((virus worm 
iattack$4 hack$4 malicious 
i imal$2ware$2 ) near4 (detect 
$4 scan$4) )).clm. AND ((test 
i$4 replicat$4 clon$4 simulat 
:|$4) with (detect$4 examin$6 
|check$4 determin$4) with 
|(packet communicat$4 
|connect$4) same ((drop$4 
|block$4 allow$4) near4 
|(session communicat$4 
lconnect$4 packet))) AND 
K(simulat$4 test$4 replicat$4 
§duplicat$4 clon$4) near6 
Ksystem machine device) 
iwith (threat$4 virus worm 
?attack$4 hack$4 malicious 
§mal$2ware$2 DoS I DS 
^firewall) ) AND 
K@ad< "20031 030") 



US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 



ON 2009/10/22 
14:12 
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S32 


20 


(IDS (intrusion nearS (detect 
$4 prevent$4)) ((virus worm ; 
attack$4 hack$4 malicious 
mal$2ware$2 ) near4 (detect 
$4 scan$4) )) AND ((test$4 
replicat$4 clon$4 simulat$4) 
with (detect$4 examin$6 
check$4 determin$4) with 
(packet communicat$4 
connect$4) same ((drop$4 
block$4 allow$4) near4 
(session communicat$4 
connect$4 packet))) AND 
((simulat$4 test$4 replicat$4 
duplicat$4 clon$4) near6 
(system machine device) 
with (threat$4 virus worm 
attack$4 hack$4 malicious 
mal$2ware$2 DoS 1 DS 
firewall) ) AND 
(@ad< "20031 030") 


US-PGRJB; 
USRAT; 
USOCR; FPFS; 
EPO; JPO; 
DERWENTT; 
IBM_TDB 


OR 


ON 


2009/10/22 
14:14 


'S34 


20 


((simulat$4 replicat$4 
duplicat$4 clon$4 test$4) 
nearS (system machine 
device server host computer 
PC) with ((IDS (intrusion 
near3 (detect$4 prevent$4)) ; 
((scan$4 detect$4) near4 
(virus worm threat$4 attack 
malicious hack$4 DoS))))) 
AND ((drop$4 block$4 
forward$4 re$2direct$4 allow 
$4) nearS (message packet 
session connect$4) with 
(virus worm threat$4 attack 
malicious hack$4 DoS)) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; : 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2009/10723 
08:54 


S35 


28 


((simulat$4 replicat$4 
dupllcat$4 clon$4 test$4) 
near6 (system machine 
device server host computer 
PC) with ((IDS (intrusion 
near3 (detect$4 prevent$4)) ; 
((scan$4 detect$4) near4 
(virus worm threat$4 attack : 
malicious hack$4 DoS))))) 
AND ((drop$4 terminat$4 
block$4 forward$4 re$2direct 
$4 allow$4) nearS (message 
packet session connect$4) 
with (virus worm threat$4 
attack malicious hack$4 
DoS)) AND 
(@ad< "20031 030") 


USrePUB; 
USPAT; 

USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2009/10/23 
08:54 
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S36 


4 


"62791 i'3".pn. "5557742". 
pn. 


US-PGPUB; 
USPAT; 

EPO; JPO; 
DERWEISTT; 
IBM_TDB 


OR 


ON 


2009/10/23 
09:18 


S37 


52 


((simuiat$4 repiicat$4 
duplicat$4 clon$4 test$4) 
nearB (system machine 
device server iiost computer ; 
PQ with ((IDS (intrusion 
nearS (detect$4 prevent$4)) ; 
((scan$4 detect$4) near4 
(virus worm threat$4 attacl< ; 
malicious hack$4 DoS))))) 
AND ((direct$4 re$2direct$4) ; 
near7 (test$4 similat$4) 
near5 (system server 
machine host client 
computer device PQ) AND 
((drop$4 block$4 forward$4 
re$2direct$4 allow$4) near5 
(message packet session 
connect$4)) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 
DERWEISTT; 
IBMJDB 


OR 


ON 


2009/10/23 
09:23 


S38 


66 


((simuiat$4 replicat$4 
duplicat$4 clon$4 test$4) 
near6 (system machine 
device server host computer 
PC) with ((IDS (intrusion 
neara (detect$4 prevent$4)) 
((scan$4 detect$4) near4 
(virus worm threat$4 attack 
malicious hack$4 DoS))))) 
AND ((direct$4 re$2direct$4) ; 
near5 (test$4 similat$4 
duplicat$4 replicat$4) near5 ; 
(system server machine host ; 
client computer device PC)) 
AND ((drop$4 block$4 
forward$4 re$2direct$4 allow 
$4) near5 (message packet 
session connect$4)) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2009/10/23 
09:24 


S39 


9 


("5557742" | "6279113" | 
"6408391" 1 "651 31 22"). PN. 


US-PGPUB; 
USPAT; 

USOCR; FPRS; \ 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2009/10/23 
09:35 
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~S45 


4 


(baehr near3 geoffrey).in. 
AND (packet near2 filter$4) 


US-PGPUB; 
USPAT; 

USOGR; FPRS; ; 
EPO; JPO; 
DERWENT; 
1 BM_TDB 


OR 


ON 


2009/10/23 
09:57 


S48 


8 


"(""5832208" "6088863" 
"5960170" "6205551 ").pn. 


US-PGPUB; 
USPAT; 
USOCR; FPFS; 
EPO; JPO; 
DERWENTT; 
IBM_TDB 


OR 


ON 


2009/10/23 
10:02 


S49 


126 


(IDS (intrusion near3 (detect 
$4 prevent$4))).ab. AND 
(((simulat$4 test$4) (copy$4 
clon$4)) near5 (packet 
message) same (drop$4 
block$4 forward$4 re$2direct 
$4 allow$4) ) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2009/10/23 
10:10 


S50 


2 


(ramsey near3 jon).in. AND 
security.ti. 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2009/10/23 
10:14 


S51 


109 


((updat$4 add$4) near4 
(virus near3 signature)) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENTT; 
IBI\/n"DB 


OR 


ON 


2009/10/23 
14:33 


S52 


32 


((updat$4 add$4) near4 
(virus near3 signature) with ; 
(liost client PC computer)) 
AND (@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; : 
EPO; JPO; 
DERWENTT; 
IBI\/I_TDB 


OR 


ON 


2009/10/23 
14:33 


S53 


3 


((updat$4 add$4) near4 
(virus near3 signature) with 
(host client PC computer) 
same pattern) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENTT; 
IBM_TDB 


OR 


ON 


2009/10/23 
14:35 


S54 


135 


(1 DS (intrusion near3 (detect ; 
$4 prevent$4))).ab. AND 
(((simulat$4 test$4) (copy$4 
clon$4 replicat$4)) near5 
(pcickst m6SS3.Q6) sd.m6 (drop 
$4 block$4 forward$4 re 
$2direct$4 allow$4) ) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DEF5WENTT' 
IBMJDB ' 


OR 


ON 


2010/04/13 
15:51 
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S55 


27 


(IDS (intrusion nearS (detect 
$4 prevent$4))).ab. AND 
(((simulat$4 test$4) (copy$4 
clon$4 replicat$4)) nearS 
(machine host network PC 
computer laptop phone 
device) with (packet 
message) same (drop$4 
block$4 forward$4 re$2direct 
$4 allow$4) ) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPFS; : 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/04/13 
15:52 


S56 


614 


(IDS (intrusion nearS (detect 
$4 prevent$4))) AND 
(((simulat$4 test$4) (copy$4 ; 
clon$4 replicat$4)) nearS 
(machine host network PC 
computer laptop phone 
device)). ab. AND ((packet 
message) with (drop$4 block 
$4 forward$4 re$2direct$4 
allow$4) ) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 
DERWEI^; 
IBM_TDB 


OR 


ON 


2010/04/13 
15:56 


S57 


3 


(1 DS (intrusion nearS (detect 
$4 prevent$4))) AND 
((simulat$4 test$4) with 
(copy$4 clon$4 replicat$4) 
nearS (system machine host 
network PC computer laptop 
phone device)). ab. AND 
((packet message 
communicat$4) with (simulat 
$4 test$4) with (drop$4 block 
$4 forward$4 re$2direct$4 
allow$4) ) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/04/13 
15:58 


S59 


4 


(1 DS (intrusion nearS (detect 
$4 prevent$4))) AND 
((simulat$4 test$4) with 
(copy$4 clon$4 replicat$4) 
nearS (system machine host 
network PC computer laptop 
phone device)). dm. AND 
((packet message 
communicat$4) with (simulat 
$4 test$4) with (drop$4 block 
$4 forward$4 re$2direct$4 
allow$4) ) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2010/04/14 
11:52 
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|S60 


6 


(IDS (intrusion nearS (detect 
$4 prevent$4))) AND 
((simulat$4 test$4) with 
(copy$4 clon$4 replicat$4 
duplicat$4) near5 (system 
machine host network PC 
computer laptop phone 
device)). dm. AND ((packet 
message communicat$4) 
with (simulat$4 test$4) with 
(drop$4 block$4 forward$4 re 
$2direct$4 allow$4) ) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPFS; : 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/04/14 
11:52 


|S61 


55 


(1 DS (intrusion near3 (detect ; 
$4 prevent$4))) AND 
((simulat$4 test$4) with 
(copy$4 clon$4 replicat$4 
duplicat$4) near5 (system 
machine host network PC 
computer laptop phone 
device)) AND ((packet 
message communicat$4) 
with (simulat$4 test$4) with 
(drop$4 block$4 forward$4 re: 
$2direct$4 allow$4) ) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ■ 
EPO; JPO; 
DERWENT; 
IBMJDB 


OR 


ON 


2010/04/14 
11:53 


|S62 


24 


((IDS (intrusion near3 (detect 
$4 prevent$4)) ((detect$4 
prevent$4 scan$4) nearS 
(virus threat malicious attack 
$4 vulnerab$6 worm 
malware))) with (simulat$4 
replicat$4 clon$4)).ab. AND 
((drop$4 block$4 forward$4 ; 
discard$4 re$2direct$4 allow ; 
$4) near5 (message packet 
session connect$4)) AND 
(@ad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/22 
15:29 


|S63 


109 


(honeypot) AND ((detect$4 
scan$4 determin$4 identify 
$4) near5 (threat virus 
malicious attack$4 malware 
worm vulnerabl$6)) AND 
(@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR: FPRS; 
EPO; JPO; 
DERWENTT; 
IBM TDB 


OR 


ON 


2010/10/22 
15:37 
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89 


(honeypotj AND "((detect$4 
scan$4 deternnin$4 identify 
$4) near5 (threat virus 
malicious attacl<$4 malware 
worm vulnerabl$6)) AND 
((drop$4 blocl<$4 forward$4 
re$2direct$4 allow$4 discard 
$4) nearB (pacl^et message 
communication)) AND 
(@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAJ; 

USOCR; FPRS; : 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/22 
15:38 


S65 


57 


((honeypot decoy) with 
(inspect$4 detect$4 scan$4 ; 
determin$4 identify$4) with 
(threat virus malicious attack ; 
$4 malware worm vulnerabi 
$6)) AND ((drop$4 block$4 
forward$4 re$2direct$4 allow 
$4 discard$4) near6 (packet 
message communication)) 
AND (@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 
DERWEISTT; 
IBIVI_TDB 


OR 


ON 


2010/10/22 
16:00 


866 


183 


((honeypot decoy simulat$4 
((test$4 duplicat$4 copy$4 
replicat$4 clon$3) near4 
(system unit machine server 
host cluster))) with (inspect 
$4 detect$4 scan$4 determin 
$4 identify$4) with (threat 
virus malicious attack$4 
malware worm vulnerabl$6)) 
AND ((drop$4 block$4 
forward$4 re$2direct$4 allow 
$4 discard$4) nearG (packet 
message communication)) 
AND (@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/22 
17:27 


S67 


60 


((honeypot decoy simulat$4 
((test$4 duplicat$4 copy$4 
replicat$4 clon$3) near4 
(system unit machine server 
host cluster))) with (inspect 
$4 detect$4 scan$4 determin 
$4 identify$4) with (threat 
virus malicious attack$4 
malware worm vulnerabl$6)) 
AND ((drop$4 block$4 
forward$4 re$2direct$4 allow 
$4 discard$4) near6 (packet ; 
message communication)) 
AND ((drop$4 block$4 
forward$4 re$2direct$4 allow 
$4 discard$4) nearS (packet 
message communication)), 
dm. AND(@ad< "20031 030" 


US-PGPUB; 
USPAT; 

USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBIVI TDB 


OR 


ON 


2010/10/22 
17:29 
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@rlad< "20031 030") 










S68 


206 


((honeypot decoy simulat$4 
((test$4 duplicat$4 copy$4 
replicat$4 clon$3) near6 
(system unit machine server 
host cluster))) with (inspect 
$4 detect$4 scan$4 determin 
$4 identify$4) with (threat 
virus malicious attack$4 
malware worm vulnerabl$6)) 
AND ((drop$4 block$4 
forward$4 re$2direct$4 allow 
$4 discard$4) near6 (packet 
message communication)) 
AND(@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/22 
20:28 


"S69 


307 


((honeypot decoy simulat$4 
((test$4 duplicat$4 copy$4 
replicat$4 clon$3) near6 
(system unit machine server 
host cluster))) with (inspect 
$4 detect$4 scan$4 determin 
$4 identify$4) with (threat 
virus malicious attack$4 
malware worm vulnerabl$6)) 
AND ((drop$4 block$4 
forward$4 re$2direct$4 allow ; 
$4 discard$4) near6 (packet 
message communication 
data information)) AND 
((inspect$4 detect$4 scan$4 
determin$4 identify$4) with 
(packet message 
communication data 
information) with (threat 
virus malicious attack$4 
malware worm vulnerabl$6)) ; 
AND (@ad< "20031 030" 
@rlad< "20031 030") 


U&PGPUB; 
USPAT; 
USOCR; I^RS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/22 
20:31 


S70 


301 


((honeypot decoy simulat$3 ; 
((test$3 duplicat$3 copy$3 
replicat$3 clon$3) nearS 
(system unit machine server ; 
host cluster))) with (inspect ; 
$4 detect$4 scan$4 determin 1 
$4 identify$4) with (threat 
virus malicious attack$3 
malware worm vulnerabl$6)) 
AND ((drop$3 block$3 
forward$3 re$2direct$3 allow 
$3 discard$3) near6 (packet ; 
message communication 
data information)) AND 
((inspect$3 detect$3 scan$4 ; 
determin$3 identify$3) with 


US-PGPUB; 
USPAT; 

USOCR; l=PRS; ; 
EPO; JPO; 
DERWEISTT; 
IBIVI TDB 


OR 


ON 


2010/10/22 
20:34 
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(packet message 
communication data 
information) with (ttireat 
virus malicious attack$4 
malware worm vulnerabl$6)) 
AND (@ad< "20031 030" 
@rlad< "20031 030") 










S71 


77 


((honeypot decoy simulat$3 
((test$3 duplicat$3 copy$3 
replicat$3 clon$3) nearG 
(system unit machine server 
host cluster))) with (inspect 
$4 detect$4 scan$4 determin 
$4 identify$4) with (threat 
virus malicious attack$3 
malware worm vulnerabl$6)) i 
AND ((drop$3 block$3 
forward$3 re$2direct$3 allow 
$3 discard$3) near6 (packet 
message communication 
data information)) AND 
((inspect$3 detect$3 scan$4 
determin$3 identify$3) with 
(packet message 
communication data 
information) with (threat 
virus malicious attack$4 
malware worm vulnerabl$6)) ; 
AND ((drop$3 block$3 
forward$3 re$2direct$3 allow ; 
$3 discard$3) nearS (packet ; 
m6SS3Q6 communic3.tion 
data information)). dm. AND ; 
(@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBMJDB 


OR 


ON 


2010/10/22 
20:36 


'S72 


60 


((honeypot decoy simulat$4 
((test$4 duplicat$4 copy$4 
replicat$4 clon$3) near4 
(system unit machine server 
host cluster))) with (inspect 
$4 detect$4 scan$4 determin 
$4 identify$4) with (threat 
virus malicious attack$4 
malware worm vulnerabl$6)) 
AND ((drop$4 block$4 
forward$4 re$2direct$4 allow 
$4 discard$4) near6 (packet 
message communication)) 
AND ((drop$4 block$4 
forward$4 re$2direct$4 allow 
$4 discard$4) nearS (packet 
message communication)), 
dm. AND(@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2010/10/22 
20:37 
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§73 


24 


S71 not ^2 


US-PGPUB; 
USFWT; 

USOCR; FPRS; : 
EPO; JPO; 
DERWENT; 
1 BM_TDB 


OR 


ON 


2010/10/22 
20:37 


S74 


224 


S70 not S71 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWEISTT; 
IBM_TDB 


OR 


ON 


2010/10/22 
21:22 


S75 


2 


" 5907696".™. 


US-PGPUB; 
USPAT; 
USOCR; FPFS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/22 
22:09 


S76 


44 


((honeypot ((test$3 duplicat 
$3 copy$3 replicat$3 clon$3 ; 
decoy simulat$3 imitat$3 
vicarious) nearB (system unit ; 
macliine server liost 
cluster))) witli ((inspect$4 
detect$4 scan$4 determin$4 ; 
identify$4) nearS (tlireat 
virus malicious attack$3 
malware worm vulnerabi 
$6))) AND ((drop$3 block$3 ; 
forward$3 re$2direct$3 allow ; 
$3 discard$3) near6 (packet 
message communication 
data information) with (virus 
attacl<$3 normal anomal$2 
abnomal$2 defect$3 affect$3 ; 
worm threat$3 malicous 
malware)) AND ((inspect$3 
detect$3 scan$4 determin$3 ; 
identify$3) with (packet 
message communication 
data information) with 
(threat virus malicious attack 
$4 malware worm vulnerabi 
$6)) AND ((drop$3 block$3 
forward$3 re$2direct$3 allow 
$3 discard$3) near6 (packet ; 
message communication 
data information)). dm. AND 
(@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 
DERWEISTT; 
IBM TDB 


OR 


ON 


2010/10/22 
22:59 
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378 


((scan$4 detect$3 check$3 
determin$5 exam$5) near5 
(virus worm threat attack$3 
malicious vulnerab$6 amomal 
$4 malware) with (message 
communication packaet 
email e?mail) same (drop$4 
discard$3 delect$4 block$3 
ignor$3 terminat$4)) AND 
(@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; : 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/23 
06:44 


S78 


30 


((scan$4 detect$3 check$3 
determin$5 exam$5) near5 
(virus worm threat attack$3 ; 
malicious vulnerab$6 amomal ; 
$4 malware) with (message ; 
communication packaet 
email e?mail) same (drop$4 ; 
discard$3 delect$4 block$3 
ignor$3 terminat$4)) AND 
((scan$4 detect$3 check$3 
determin$5 exam$5) near5 
(virus worm threat attack$3 ; 
malicious vulnerab$6 amomal ; 
$4 malware) with (message ; 
communication packaet 
email e?mail) same (drop$4 ; 
discard$3 delect$4 block$3 
ignor$3 terminat$4)).clm. 
AND (@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 
DERWEISTT; 
IBM_TDB 


OR 


ON 


2010/10/23 
06:45 


S79 


54 


((scan$4 detect$3 check$3 
cletermin$5 exam$5) near5 
(virus worm threat attack$3 
malicious vulnerab$6 amomal 
$4 malware) with (message 
communication packaet 
email e?mail)).ab. AND ((scan; 
$4 detect$3 check$3 
determin$5 exam$5) near5 
(virus worm threat attack$3 ; 
malicious vulnerab$6 amomal ; 
$4 malware) with (message ; 
communication packaet 
email e?mail) same (drop$4 ; 
discard$3 delect$4 block$3 
ignor$3 terminat$4)) AND 
(@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2010/10/23 
07:03 
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|S80 


110 


((scan$4 detect$3 check$3 
determin$5 exam$5) near5 
(virus worm threat attack$3 
malicious vulnerab$6 amomal 
$4 malware) with (message 
communication packaet 
email e?mail)).ab. AND ((scan 
$4 detect$3 check$3 
determin$5 exam$5) nearS 
(virus worm threat attack$3 
malicious vulnerab$6 amomal 
$4 malware) with (message 
communication packaet 
email e?mail) same (drop$4 ; 
discard$3 delect$4 block$3 
ignor$3 terminat$4 divert$4 ; 
$3direct$4 forward$4 pass 
$3)) AND (@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; : 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/23 
07:04 


|S81 


56 


S80 not S79 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWEISTT; 
IBM_TDB 


OR 


ON 


2010/10/23 
07:05 




51 


S79 not S78 


US-PGPUB; 
USPAT; 

USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/23 
07:05 


|S83 


48 


("4577313" 1 "5550984" | 
"5559883" | "5590285" | 
"5606668" 1 "5623601 ").PN. 
OR ("5878231 ").URPN. 


US-PGPUB; 
USPAT; USOCR 


OR 


ON 


2010/10/23 
09:07 


S84 


92 


((scan$4 detect$3 check$3 
determin$5 exam$5) near5 
(virus worm threat attack$3 
malicious vulnerab$6 amomal 
$4 malware) with (message 
communication packet) same 
(drop$4 discard$3 delect$4 
block$3 ignor$3 terminat$4)) 
AND ((decoy duplicat$3 
replicat$3 clon$3 simulat$3 
vicarius imitat$3 mimiG$2) 
near5 (device system host 
server machine computer 
PC) same (virus worm threat 
attack$3 malicious vulnerab 
$6 amomal$4 malware)) 
AND (@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2010/10/23 
09:15 
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^S85 


8 K(scan$4 detect$3 check$3 
sdetermin$5 exam$5) nearS 
Kvirus worm threat attack$3 
smalicious vulnerab$6 amomal 
i$4 malware) with (message 
tdata communication packet)) 
SAND ((drop$4 discard$3 
?delect$4 block$3 ignor$3 
sterminat$4) nearS (packet 
smessage communication 
^session) same (virus worm 
sthreat attack$3 malicious 
ivulnerab$6 amomal$4 
Smalware)) AND (($3direct$3 
sdivert$4 forward$4 transmit 
i$4) nearS (packet message 
^communication) with ((decoy 
§duplicat$3 replicat$3 clon$3 
5Simulat$3 vicarius imitat$3 
§mimic$2) nearS (device 
isystem host server machine 
icomputer PC)) ) AND 
K@ad< "20031 030" 
i@rlad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; : 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/23 
09:21 


iS86 


8 K(scan$4 detect$3 check$3 
5determin$5 exam$5) near5 
Kvirusworm threat attack$3 
smaiicious vuinerab$6 amomal 
1$4 malware) with (message 
sdata communication packet)) 
^AND ((drop$4discard$3 
§delect$4 block$3 ignor$3 
sterminat$4) nearS (packet 
^message communication 
^session) same (virus worm 
ithreat attack$3 malicious 
svulnerab$6 amomal$4 
^malware)) AND (($3direct$3 ; 
idivert$4 forward$4 transmit ; 
i$4) nearS (packet message 
^communication data 
^request ) with ((decoy 
^dupllcat$3 replicat$3 clon$3 
§simulat$3 vicarius imitat$3 
imimic$2) nearS (device 
^system host server machine 
^computer PC)) ) AND 
K@ad< "20031 030" 
i@rlad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO: JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2010/10/23 
09:21 
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S87 


10 


((scan$4 detect$3 check$3 
determin$5 exam$5) nearS 
(virus worm threat attack$3 
malicious vulnerab$6 amomal 
$4 malware) with (message 
data communication packet)) 
AND ((drop$4discard$3 
delect$4 block$3 ignor$3 
terminat$4) nearS (packet 
message communication 
session data request) same 
(virus worm threat attack$3 
malicious vulnerab$6 amomal 
$4 malware)) AND (($3direct ; 
$3 divert$4 forward$4 
transmit$4) nearS (packet 
message communication 
data request ) with ((decoy 
duplicat$3 replicat$3 clon$3 
simulat$3 vicarius imitat$3 
mimic$2) nearS (device 
system host server machine 
computer PC)) ) AND 
(@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; : 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/23 
09:21 


S88 


71 


((scan$4 detect$3 check$3 
determin$5 exam$5) nearS 
(virus worm threat attack$3 
malicious vulnerab$6 amomal 
$4 malware) with (message 
data communication packet)) 
AND ((drop$4 discard$3 
delect$4 block$3 ignor$3 
terminat$4) nearS (packet 
message communication 
session data request) same 
(virus worm threat attack$3 ; 
malicious vulnerab$6 amomal ; 
$4 malware)) AND (($3direct : 
$3 divert$4 forward$4 
transmit$4) nearS (packet 
message communication 
data request ) with ((decoy 
duplicat$3 replicat$3 clon$3 ; 
simulat$3 vicarius imitat$3 
mimic$2 proxy) nearS 
(device system host server 
machine computer PC)) ) 
AND (@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 

EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2010/ 10/23 
09:32 
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102 


((scan$4 detect$3 check$3 
determin$5 exam$5 identif$4 
pars$3) with (virus worm 
threat attack$3 malicious 
vulnerab$6 amomal$4 
malware) with (message 
data communication packet)) 
AND ((drop$4 discard$3 
delect$4 block$3 ignor$3 
terminat$4) nearS (packet 
message communication 
session data request) same 
(virus worm threat attack$3 
malicious vulnerab$6 amomal ; 
$4 malware)) AND (($3direct ; 
$3 divert$4 forward$4 
transmit$4) nearS (packet 
message communication 
data request ) with ((decoy 
duplicat$3 replicat$3 clon$3 
simulat$3 vicarius imitat$3 
mimic$2 proxy) nearS 
(device system host server 
machine computer PC)) ) 
AND (@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPFS; 
EPO; JPO; 
DERWENTT; 
IBM_TDB 


OR 


ON 


2010/10/23 
09:33 


'^"6 


110 


((scan$4 detect$3 check$3 
determin$5 exam$5 identif$4 
pars$3) with (virus worm 
threat attack$3 malicious 
vulnerab$6 amomal$4 
malware) with (message 
data communication packet)) 
AND ((drop$4discard$3 
delect$4 block$3 ignor$3 
terminat$4) nearS (packet 
message communication 
session data request) same 
(virus worm threat attack$3 
malicious vulnerab$6 amomal 
$4 malware)) AND (($3direct 
$3 divert$4 forward$4 
transmit$4) nearS (packet 
message communication 
data request ) with ((decoy 
duplicat$3 replicat$3 clon$3 ; 
simulat$3 vicarius imitat$3 
mimic$2 proxy test) nearS 
(device system host server 
machine computer PC)) ) 
AND (@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM TDB 


OR 


ON 


2010/10/23 
09:35 



e:///CI/Documents%20and%20Settmgs/lpham7/My%20D...50/EASTSearchHistoiy.l0576250_AccessibleVersion.htm(18of2 





323 


((scan$4 detect$3 check$3 
determin$5 exam$5 identif$4 
pars$3) with (virus worm 
threat attack$3 malicious 
vulnerab$6 amomal$4 
malware) with (message 
data communication pacl<et)) 
AND (($3direct$3 divert$4 
forward$4 transmit$4) nearS 
(packet message 
communication data 
request ) with ((decoy 
duplicat$3 replicat$3 clon$3 
simulat$3 vicarius imitat$3 
mimic$2 proxy test) nearS 
(device system host server 
machine computer PC)) ) 
AND (@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 

USOCR; FPRS; ; 
EPO; JPO; 
DERWENT; 
IBM_TDB 


OR 


ON 


2010/10/23 
10:05 


S92 


46 


((scan$4 detect$3 check$3 
determin$5 exam$5 identif$4 
pars$3) with (virus worm 
threat attack$3 malicious 
vulnerab$6 amomal$4 
malware) with (message 
data communication packet)). ; 
dm. AND (($3direct$3 divert ; 
$4 forward$4 transmit$4) 
nearS (packet message 
communication data 
request ) with ((decoy 
duplicat$3 replicat$3 clon$3 
simulat$3 vicarius imitat$3 
mimic$2 proxy test) nearS 
(device system host server 
machine computer PC)) ) 
AND (@ad< "20031 030" 
@rlad< "20031 030") 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWEISTT; 
IBMJDB 


OR 


ON 


2010/10/23 
10:06 


S93 


34 


((scan$4 detect$3 check$3 
determin$5 exam$5 identif$4 
pars$3) with (virus worm 
threat attack$3 malicious 
vulnerab$6 amomal$4 
malware) with (message 
data communication packet)). : 
ab. AND (($3direct$3 divert ; 
$4 forward$4 transmit$4) 
nearS (packet message 
communication data 
request ) with ((decoy 
duplicat$3 replicat$3 clon$3 : 
simulat$3 vicarius imitat$3 
mimic$2 proxy test) nearS 
(device system host server 
machine computer PC)) ) 
AND (@ad< "20031 030" 


US-PGPUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWEISTT; 
IBM TDB 


OR 


ON 


2610/16/23 
10:18 
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